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(57)Abstract* 

PROBLEM TO BE SOLVED* To realize an information recording method which moves 
information made peculiar to a storage medium to another storage medium while 
preventing the wrong use. 

SOLUTION* When contents A141 are moved from a storage medium Al to a storage 
medium Bl, a contents read means 51 records read contents ID.A1421 in an ineffective 
contents ID management table of the storage medium Al, and contents data A1422 is 
recorded in the storage medium Bl as contents B142 through a generalizing means 52, 
a peculiarity making means 54, and a contents recording means 55, and contents A 142 
are deleted from the storage medium Al. 
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CLAIMS 



[Claim(s)] 

[Claim 1] While having the RAM field which is a storage region rewritable the WAO 
field which is a storage region which can be written in only at once, and any number of 
times It is the information record approach which records information to the storage 
media in which the media ID which are peculiar identifiers, and which are not 
rewritable are written for every media. In case the purpose information is recorded on 
said storage media Search the content ID which can be used within said storage media, 
and said Media ID and said content ID are combined. Generate media content ID, and 
propeMze said purpose information by said media content ID, and contents data are 
generated. The information record approach which makes movable media properHzed 
information characterized by recording the contents which made the group said 
content ID and said contents data on said RAM field of said storage media. 
[Claim 2] The invalid content ID managed table for managing the content ID which 
cannot be used in said storage media from now on is recorded on said WAO field. In 
case said contents currently recorded on said storage media are read and said 
purpose information is acquired from these read contents Check, and when recorded, 
whether the content ID of said contents read from said storage media is recorded on 
said invalid content ID managed table When acquisition processing of the purpose 
information is stopped and the content ID of said contents is not recorded on said 
invalid content ID managed table Combine said Media ID and said content ID, generate 
media content ID, and the contents data of said contents are generalized by this 
generated media content ID. The information record approach which makes movable 
media proper-ized information according to claim 1 characterized by acquiring said 
purpose information. 

[Claim 3] The invalid content ID managed table for managing the content ID which 
cannot be used in said storage media from now on is recorded on said WAO field. The 
available content ID managed table for managing the content ID which can be used in 
said storage media is recorded on said RAM field. In case said contents are moved to 
the 2nd storage media from the 1st storage media After checking that read said 
contents from said 1st storage media, and the content ID of these read contents is 
not recorded on said invalid content ID managed table of said 1st storage media While 
recording this content ID on this invalid content ID managed table Delete this content 
ID from said available content ID managed table of said 1st storage media, and the 1st 
media ID of said 1 st storage media and said read content ID of contents are combined. 
Generate the 1 st media content ID and the contents data of said contents are 
generalized by this 1st media content ID. Acquire said purpose information and said 



the 2nd Media ID and said content ID of storage media are combined. [ 2nd ] Generate 
the 2nd media content ID, and proper-ize the purpose information acquired from said 
1st storage media by said 2nd media content ID, and contents data are generated. The 
contents which made the group said content ID and said contents data are recorded 
on said RAM field of said 2nd storage media. The information record approach which 
makes movable media proper-ized information according to claim 1 characterized by 
eliminating said contents currently recorded on the RAM field of said 1st storage 
media. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention proper-izes information to the storage media 
which have the media ID which are peculiar identifiers for every media, reads this 
information proper-ized from storage media, and it relates to the information record 
approach which makes movable media proper-ized information that informational 
unjust use can be prevented accurately while it moves to the storage media of further 
others. 
[0002] 

[Description of the Prior Art] First, vocabulary called informational proper-izing and 
informational generalization is explained. Below, it expresses enciphering Data D by 



the cryptographic key K as E (K, D). 

[0003] In order to prevent unjust use, the approach using the private key made are 
shared between the equipment which records information or is used, and secret to a 
user is used well. This private key is called the equipment key R. 

[0004] Furthermore, by properHzing information to media, even if it copies information 
to other media, since information cannot be decrypted appropriately, by other media, 
it becomes possible to prevent unjust use. The one example is the approach which 
used the peculiar identifier for every media. The approach which used the peculiar 
identifier for every media is explained briefly below. 

[0005] It is written in each media so that a peculiar identifier (media ID) can be 
beforehand rewritten for every media. Therefore, when there are two media, each 
media ID of these two media are not in agreement. When recording the purpose 
information C which is going to prevent unjust use to such media, Media ID (MI) are 
first enciphered with the equipment key R, and E (R, MI) is obtained. Media write in the 
encryption purpose information E (E (R, MI), C) which enciphers the purpose 
information C and is generated by making this into a cryptographic key. 
[0006] On the other hand, when reading this purpose information C, the encryption 
purpose information E (E (R, MI), C) and Media ID (MI) which are recorded are read, MI 
is enciphered with the equipment key R, E (R, MI) is obtained, E (E (R, MI), C) can be 
decrypted by the ability making this into a decode key, and the purpose information C 
can be acquired. 

[0007] At this time, the encryption purpose information currently recorded on a 
certain media A is copied to another media B, and it considers reading this encryption 
purpose information from Media B. At this time, the media ID of Media A (MIA) differ 
from the media ID of Media B (MIB). Therefore, since the key (E (R, MIA)) used for 
encryption differs from the key (E (R, MIB)) used for a decryption even if it is going to 
read the encryption purpose information copied to Media B as mentioned above, the 
purpose information cannot be read correctly. That is, this encryption purpose 
information is effective information only when recorded on Media A, and when 
recorded on other media, it turns into invalid information. This is called proper-ization 
to the media of the purpose information. By properHzing information to media, it 
became impossible to use, even if it copies information to other media, and it has 
prevented unjust use. 

[0008] Moreover, in order to generate the encryption purpose information E (E (R, MI), 
C), it is necessary to get to know the equipment key R other than Media ID (MI) and 
the purpose information C. On the contrary, in order to decrypt the encryption 



purpose information E (E (R, MI), C), it is necessary to get to know the equipment key 
R other than Media ID (MI). Therefore, the encryption purpose information cannot be 
generated unjustly or the purpose information cannot be generated from the 
encryption purpose information just because Media ID were known, if the equipment 
key R was protected secretly. 

[0009] As explained above, it becomes a powerful approach to proper-ize information 
to media realizing prevention of unjust use. Even if the information in media will be 
copied since information in media is proper-ized by the media if it has another way of 
speaking, it will not serve as a threat to the unjust use prevention approach. It is 
because it is completely meaningless when the proper-ized information becomes that 
which is decrypted appropriately and is meaningful only when recorded on the media, 
and recorded on other media. That is, in order to use the information proper-ized by 
media, it is necessary to own the media physically. The right using information is 
connected to possession of physical media. 

[0010] Then, the purpose information will be expressed for it, if it proper-izes 
generating the proper-ized purpose information E (E (R, MI), C) from Media ID (MI) and 
the purpose information C by Media ID, and if the proper-ized purpose information is 
generalized by Media ID, it will express generating Media ID to the proper-ized 
purpose information and the purpose information. 

[0011] It is satisfactory, when preventing unjust use even if the proper-ized 
information in media is copied by other media so that clearly from the above 
explanation. Therefore, a user can record the proper-ized information in media on 
another media, such as a hard disk and MO, as backup. If a user copies some of them 
to another record medium as backup and the information in a special and its storage 
media is deleted when a lot of information accumulates in storage media and the 
remaining memory capacity has decreased, he can increase the remaining memory 
capacity. What is necessary is just to return information to storage media from backup, 
if needed. The returned information can be used as effective information. Thus, it is 
very convenient for a user that a user can take and set informational backup without 
limit lawfully. 

[0012] By the way, in order to use the information recorded on storage media by such 
conventional approach in order to use by other storage media, information will not be 
able to be moved, but a user will have forced inconvenience at the point. If it is allowed 
for this to have not said the thing of backup, to copy information to another media, 
and to use information on the another media, it has said that the room of unjust use is 
produced. 



[0013] Informational migration is moving information from Media A to Media B. The 
user is convenient if the separate information included in two media can be 
summarized to one media, and it is necessary to move information at this time. From a 
viewpoint of preventing unjust use in informational migration, when moving information 
to Media B from Media A, I hear that important one prevents from that information in 
Media A is used later, and there is. That is, it can be said that informational migration 
is the activity of proper-izing [ re] information proper-ized by Media A to Media B, and 
it is the activity which moves the right using the information connected to Media A, 
and is connected to Media B before migration. 

[0014] In order to move between media, the following approaches are considered 
easily. The information by which it was first proper-ized in Media A is generalized. This 
generalized information is proper-ized to Media B, and it records on Media B. And the 
information by which it was proper-ized in Media A is eliminated. If a user is provided 
with such a function, migration of the proper-ized information between media is 
realizable for the time being. 

[0015] However, it poses a problem that information in the media A which are not 
allowed use can use no longer certainly here. For example, before doing the activity of 
migration of a user, the case where the information in Media A is backed up 
beforehand is considered. After the activity of migration is completed, since the 
information in Media A is eliminated as mentioned above, to be sure in Media A, the 
information which moved does not remain. However, if backup is taken beforehand, 
and this backup will be copied to Media A again and will be returned, this information 
can be effective and can be used. 

[0016] In the case of the simple storage media only recorded especially, it is difficult 
to develop the technique of preventing backup, although such unjust use can be 
prevented by forbidding backup. Furthermore, backup is a function convenient in itself 
above all, and it is very inconvenient to a user to forbid this. 

[001 7] As mentioned above, in a Prior art, when a user is provided with the function 
which moves the information in media to other media, it will become easy for a user to 
copy information unjustly and to use it. 
[0018] 

[Problem(s) to be Solved by the Invention] As mentioned above, when it is going to 
realize moving the information proper-ized by media to other media, there is a problem 
that unjust use will be easily performed by recopying backup to media after 
informational migration. 

[0019] Although unjust use can be prevented by preventing backup, preventing 



backup has the problem of spoiling a user's convenience. 

[0020] The place which this invention was made in view of the above, and is made into 
the purpose is for offering the information record approach which makes movable 
media properHzed information that unjust use of the information by the illegal copy 
can be prevented accurately, making backup possible by moving the information 
proper-ized by storage media to different storage media. 
[0021] 

[Means for Solving the Problem] In order to attain the above-mentioned purpose, this 
invention according to claim 1 While having the RAM field which is a storage region 
rewritable the WAO field which is a storage region which can be written in only at once, 
and any number of times It is the information record approach which records 
information to the storage media in which the media ID which are peculiar identifiers, 
and which are not rewritable are written for every media. In case the purpose 
information is recorded on said storage media Search the content ID which can be 
used within said storage media, and said Media ID and said content ID are combined. 
Media content ID is generated, said purpose information is proper-ized by said media 
content ID, and contents data are generated, and let it be a summary to record the 
contents which made the group said content ID and said contents data on said RAM 
field of said storage media. 

[0022] If it is in this invention according to claim 1, combine Media ID and content ID 
and media content ID is generated. In order to record the contents which proper-ized 
the purpose information by media content ID, generated contents data, and made 
content ID and contents data the group on storage media, While being able to 
proper-ize the purpose information by the result of having enciphered Media ID by 
content ID Moreover, it is also possible by preparing another contents key beforehand, 
enciphering contents with a contents key, and proper-izing a contents key as purpose 
information to mitigate processing of encryption of contents. 

[0023] Moreover, this invention according to claim 2 records the invalid content ID 
managed table for managing the content ID which cannot be used in said storage 
media from now on in invention according to claim 1 on said WAO field. In case said 
contents currently recorded on said storage media are read and said purpose 
information is acquired from these read contents Check, and when recorded, whether 
the content ID of said contents read from said storage media is recorded on said 
invalid content ID managed table When acquisition processing of the purpose 
information is stopped and the content ID of said contents is not recorded on said 
invalid content ID managed table Let it be a summary to combine said Media ID and 



said content ID, to generate media content ID, to generalize the contents data of said 
contents by this generated media content ID, and to acquire said purpose information. 
[0024] If it is in this invention according to claim 2, when the content ID of contents is 
recorded on the invalid content ID managed table Stop acquisition processing of the 
purpose information, and when not recorded In order to combine Media ID and content 
ID, to generate media content ID, to generalize the contents data of contents by this 
media content ID and to acquire the purpose information, It becomes an invalid, and 
the purpose information on the contents currently recorded on the invalid content ID 
managed table can generalize contents data by the result of having enciphered Media 
ID by content ID further while it is unacquirable. In addition, although there is a 
possibility of making contents into the contents which have content ID other than 
original content ID by having not enciphered about the content ID contained in 
contents, and making content ID into another value unjustly, the proper-ized data are 
recorded with the value which contains content ID as contents data contained in 
contents, and it depends for contents data on content ID. In this case, as mentioned 
above, when reading contents data, in order to generalize contents data with the value 
containing ID which is not original content ID, the information acquired as a result of 
read-out turns into meaningless information instead of true honest information. 
Therefore, the information acquired even if it changes content ID from an original 
thing only becomes meaningless. 

[0025] Furthermore, this invention according to claim 3 records the invalid content ID 
managed table for managing the content ID which cannot be used in said storage 
media from now on in invention according to claim 1 on said WAO field. The available 
content ID managed table for managing the content ID which can be used in said 
storage media is recorded on said RAM field. In case said contents are moved to the 
2nd storage media from the 1st storage media After checking that read said contents 
from said 1st storage media, and the content ID of these read contents is not 
recorded on said invalid content ID managed table of said 1st storage media While 
recording this content ID on this invalid content ID managed table Delete this content 
ID from said available content ID managed table of said 1st storage media, and the 1st 
media ID of said 1 st storage media and said read content ID of contents are combined. 
Generate the 1st media content ID and the contents data of said contents are 
generalized by this 1st media content ID. Acquire said purpose information and said 
the 2nd Media ID and said content ID of storage media are combined. [ 2nd ] Generate 
the 2nd media content ID, and proper-ize the purpose information acquired from said 
1st storage media by said 2nd media content ID, and contents data are generated. Let 



it be a summary to eliminate said contents which record the contents which made the 
group said content ID and said contents data on said RAM field of said 2nd storage 
media, and are recorded on the RAM field of said 1st storage media. 
[0026] If it is in this invention according to claim 3, in case said contents are moved to 
the 2nd storage media from the 1st storage media It checks that the content ID of the 
contents read from the 1st storage media is not recorded on the invalid content ID 
managed table of the 1st storage media. Combine the 1st Media ID and content ID of 
storage media, generate the 1 st media content ID, and the contents data of contents 
are generalized by this 1st media content ID. [ 1st ] While acquiring the purpose 
information, combine the 2nd Media ID and content ID of storage media, and the 2nd 
media content ID is generated. [ 2nd ] In order to record the contents which 
: proper-ized the purpose information acquired from the 1st storage media by the 2nd 
media content ID, generated contents data, and made content ID and contents data 
the group on the 2nd storage media, The purpose information on the contents 
currently recorded on the invalid content ID managed table is unacquirable. Therefore, 
since content ID of contents is made into an invalid in the case of migration when the 
contents of the 1st storage media are beforehand backed up before migration, 
Contents cannot be read even if it is going to read and use, as backup is copied to the 
1st storage media and mentioned above after migration. In addition, backing up in this 
case itself has not forbidden. That is, when backup is copied to storage media and 
returned after contents migration, permitting backup, it is preventing from using these 
contents. 
[0027] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is 
explained using a drawing. Drawing 1 is the block diagram showing the system 
configuration which enforces the information record approach which makes movable 
media proper-ized information concerning the 1st operation gestalt of this invention. 
The system shown in this drawing has the information recording device 2 for recording 
the purpose information 3, preventing unjust use to the storage media 1 and these 
storage media 1 . 

[0028] The storage media 1 have the RAM (ReadOnly Memory) field 14 which are the 
WAO (Write AtOnce) field 13 which is a peculiar identifier and is a storage region 
which can be written in only the media ID 1 1 which are not rewritable, and at once, and 
a storage region rewritable any number of times for every storage media. The WAO 
field 13 has the invalid content ID managed table 131. 

[0029] Here, the property of the WAO field 13 is explained. Information can be written 



in this WAO field 13 only at once. The information written in once cannot be returned. 
Moreover, the smallest unit of this information to write in is a bit, and can write in 
information by 1 bitwise. 

[0030] An example is given and explained. A 8-bit WAO field is considered. It is "0" at 
first [ all ] and all bits can be written in. 

[0031] "00000000", next the 4th bit are set to "1." This is possible. 

[0032] "00010000" No matter what this "1" may carry out henceforth, it is not made 

to "0". [ bit / 4th ] This is the property of a WAO field. 

[0033] Furthermore, another bit can be set to "1." For example, it will be set to 
"00010010" if the 7th bit is set to "1." Thus, if it writes in, all will be soon set to the 
condition of "1", and "11111111." No matter what it may carry out henceforth, a 
condition cannot be changed from this condition. 

[0034] The RAM field 14 has the available content ID managed table 141 and two or 
more contents 142. The available content ID managed table 141 backs up contents to 
others, with the right using contents held, and from the storage media 1, when 
eliminating contents, it is used in order to prevent using for the storage media 1 after 
it the content ID of the contents backed up and eliminated to the contents recorded 
newly. Contents 142 have content ID 1421 and the contents data 1422. 
[0035] The information recording apparatus 2 considers two elements of the available 
content ID 1421 as an input from the storage media 1 to the media ID 11, and the 
available content ID managed table 141. The media content ID creation means 21 
which considers the result of having combined two inputs as an output, A proper-ized 
means 22 to proper-ize the purpose information 3 by the media content ID outputted 
from the media content ID creation means 21, It has a contents record means 23 to 
record the contents 142 which consist of content ID 1421 and contents data 1422 on 
the RAM field 14. Moreover, the proper-ized means 22 has the equipment key 221, 
[0036] Drawing 2 shows the format of the invalid content ID managed table 1 31 . It is a 
simple bit string and it is shown whether the content ID to which each bit corresponds 
is invalid. Correspondence with the bit of a table 131 and content ID is matched so 
that the offset distance from the head of a bit string may be in agreement with the 
number of content ID. The initial value of the value of a bit is 0 and the bit which 
corresponds when content ID becomes an invalid is set to 1. The invalid content ID 
managed table 131 shown in drawing 2 shows that 8 and 13 have invalid content ID. If 
magnitude of the invalid content ID managed table 131 is set to 16KByte(s), 
16x1024x8=131072 piece content ID is manageable. All the initial value of the invalid 
content ID managed table 131 at the time of shipment of the storage media 1 is 0. 



Since the invalid content ID managed table 131 is recorded on the WAO field 13, the 
bit once set to 1 is never made as for it to 0. Therefore, any content ID cannot be 
deleted from the invalid content ID managed table 131. 

[0037] The format of the available content ID managed table 141 is the same as that 
of the invalid content ID managed table 131, and the magnitude of a table also makes 
it the same. All the initial value of the available content ID managed table 141 at the 
time of shipment of the storage media 1 is 1 . 

[0038] In addition, in subsequent processings, it means setting the bit in the table 
corresponding to [ recording content ID on a these content ID managed table ] the 
content ID to 1. It means setting the bit in the table corresponding to [ deleting 
content ID from a content ID managed table ] the content ID to 0. 
[0039] In the 1st operation gestalt constituted as mentioned above, in recording the 
purpose information C3 on the storage media 1, the media content ID creation means 
21 first generates two inputs of the content ID (CI) of a result which searched 
available content ID from media (MI) ID 1 1 and the available content ID managed table 
141 to media content ID (MCI) from the storage media 1. It is MCI=MI+CI. At this time, 
content ID (CI) is deleted from the available content ID managed table 141. 
[0040] Next, the proper-ized means 22 properHzes the purpose information C by 
media content ID, and generates proper-ized information. If the equipment key 221 is 
set to R t this proper-ized information will be expressed as E (E (R, MCI), C). Finally the 
contents 142 which used proper-ized information E (E (R, MCI), C) as the contents 
data 1422 for CI at content ID 1421 are recorded on the RAM field 14 of the storage 
media 1 with the contents record means 23. 

[0041] Drawing 3 is the block diagram showing the system configuration which 
enforces the information record approach concerning the 2nd operation gestalt of this 
invention. The system shown in drawing 3 has the storage media 1, the information 
use equipment 4 which reads information from the storage media 1, and the purpose 
information 3. The configuration of the storage media 1 is the same as drawing 1 . 
[0042] Information use equipment 4 has a contents read-out means 41 to inspect 
whether the content ID 1421 of the contents 142 which read contents 142 and were 
further read from the storage media 1 is contained in the invalid content ID managed 
table 131, the media content ID creation means 43, and a generalization means 42 to 
generalize the contents data 142 by the media content ID outputted from the media 
content ID creation means 43. Moreover, the generalization means 42 has the 
equipment key 421. The equipment key 421 within the generalization means 42 is the 
same as the equipment key 221 within the above-mentioned proper-ized means 22. 



[0043] The case where contents 142 are read from the storage media 1 is explained. 
In this explanation, the storage media 1 and contents 142 which were written in with 
the 1st operation gestalt are used. That is, content ID 1421 presupposes that it is CI 
and the contents data 1422 are E (E (R, MCI), C), and sets media ID 1 1 to MI. First, 
with the contents read-out means 41, contents 142 are read and content ID (CI) and 
the contents data E (E (R, MCI), C) are read. Furthermore, the contents read-out 
means 41 inspects whether this read content ID (CI) is contained in the invalid 
content ID managed table 131. When contained, actuation is ended immediately. When 
not contained, actuation is continued, with the media content ID creation means 43, 
media content ID (MI+CI=MCI) is generated from content ID (CI) and media ID 1 1 (MI), 
the contents data E (E (R, MCI), C) are further generalized by media content ID (MCI) 
using the generalization means 42, and the purpose information C is acquired. 
[0044] Drawing 4 is the block diagram showing the system configuration which 
enforces the information record approach concerning the 3rd operation gestalt of this 
invention. The system shown in drawing 4 has information migration equipment 5 
which moves information to the storage media B1 from the storage media A1, the 
storage media B1, and the storage media A1. The configuration of the storage media 
A1 and B1 is the same as what was shown in drawing 1 and drawing 3 . 
[0045] Information migration equipment 5 has the contents read-out means 51, the 
generalization means 52, the media content ID creation means 53, the proper-ized 
means 54, and the contents record means 55. The equipment key 521 within the 
generalization means 52 is the same as the equipment key 541 within the proper-ized 
means 54. 

[0046] The case where contents are moved to the storage media B1 from the storage 
media A1 is explained. Actuation of the contents read-out means 51, the media 
content ID creation means 53, and the generalization means 52 carries out the same 
actuation to the 2nd operation gestalt except for some exceptions. With the exception, 
the contents read-out means 51 are what (a correspondence bit is set to 0->1) 
content ID and A1421 are similarly recorded on the invalid content ID managed table 
A131 for, and that contents A142 are further deleted [ what (a corresponderrce bit is 
set to 1->0) the read content ID and A1421 are deleted from the available content ID 
managed table A141 for, and ] from the RAM field A14. Thus, the generalization means 
52 generates generalization information and passes it to the proper-ized means 54. 
Hereafter, actuation of the proper-ized means 54, the media content ID creation 
means 53, and the contents storage means 55 carries out the same actuation as the 
1st operation gestalt. Thus, contents B142 are recorded on the storage media B1. 



[0047] Drawing 5 is the block diagram showing the system configuration which 
enforces the information record approach concerning the 4th operation gestalt of this 
invention. The system shown in drawing 5 has the storage media 1, a backup unit 6, 
and a magnetic disk 7. It has the contents read-out means 61 and the contents record 
means 62 in a backup unit 6. In addition, although a part of configuration of the storage 
media 1 is omitted, it is the same as what was shown in drawing 1 . drawing 3 , and 
drawing 4 . 

[0048] In case backup of contents is taken from the storage media 1 to a magnetic 
disk 7, the contents read-out means 61 reads contents 142, and records this on a 
magnetic disk 7. Moreover, when [ which copies and returns the data which backed up 
to the storage media 1 from a magnetic disk 7 (restoration) ] carrying out, the 
contents record means 62 reads data from a magnetic disk 7, and records on the RAM 
field 14 by making this into contents 142. 

[0049] Drawing 6 is the block diagram showing the system configuration which 
enforces the information record approach concerning the 5th operation gestalt of this 
invention. The system shown in drawing 6 has deletion equipment 8 with the storage 
media 1. Deletion equipment 8 has the contents deletion means 81. In addition, 
although a part of configuration of the storage media 1 is omitted, it is the same as 
what is shown in drawing 1 , drawing 3 , and drawing 4 . 

[0050] When deleting contents 1 42 from the storage media 1 , the contents deletion 
means 81 reads content ID 1421, deletes this content ID from the available content ID 
managed table 141, and eliminates contents 142 from the storage media 1. 
[0051] When the data of a magnetic disk are restored to the storage media A after the 
inaccurate user backed up the contents C of the storage media A to the magnetic disk 
and moved Contents C to another storage media B from the storage media A here, 
the content ID of the restored contents is recorded on the invalid content ID managed 
table of Medi'a A. Therefore, these restored contents cannot be read using the 
information use equipment shown with the 2nd operation gestalt. That is, the unjust 
use by backup is prevented. 
[0052] 

[Effect of the Invention] As explained above, according to this invention, combine 
Media ID and content ID and media content ID is generated. Since the contents which 
proper-ized the purpose information by media content ID, generated contents data, 
and made content ID and contents data the group are recorded on storage media 
While being able to proper-ize the purpose information by the result of having 
enciphered Media ID by content ID Moreover, it is also possible by preparing another 



contents key beforehand, enciphering contents with a contents key, and properHzing 
a contents key as purpose information to mitigate processing of encryption of 
contents. 

[0053] moreover, when content ID is recorded on the invalid content ID managed table 
according to this invention Stop acquisition processing of the purpose information, 
and when not recorded Since combine Media ID and content ID, media content ID is 
generated, the contents data of contents are generalized by this media content ID and 
the purpose information is acquired The purpose information on the contents 
currently recorded on the invalid content ID managed table can generalize contents 
data by the result of having enciphered Media ID by content ID further while it is 
unacquirable. 

[0054] Furthermore, in case said contents are moved to the 2nd storage media from 
the 1st storage media according to this invention It checks that content ID is not 
recorded on an invalid content ID managed table. Combine the 1st Media ID and 
content ID of storage media, generate the 1st media content ID, and the contents 
data of contents are generalized by this 1st media content ID. [ 1st ] Acquire the 
purpose information, combine the 2nd Media ID and content ID of storage media, and 
the 2nd media content ID is generated. [ 2nd ] Since the contents which properHzed 
the purpose information acquired from the 1st storage media by the 2nd media 
content ID, generated contents data, and made content ID and contents data the 
group are recorded on the 2nd storage media The purpose information on the 
contents currently recorded on the invalid content ID managed table is unacquirable. 
Therefore, since content ID of contents is made into an invalid in the case of 
migration when the contents of the 1st storage media are beforehand backed up 
before migration, Contents cannot be read even if it is going to read and use, as 
backup is copied to the 1 st storage media and mentioned above after migration. That 
is, although a user can back up, even if it backs up, informational unjust use can be 
prevented accurately. 
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[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the system configuration which enforces 
the information record approach which makes movable media proper-ized information 
concerning the 1st operation gestalt of this invention. 

[Drawing 2] It is drawing showing a format of the invalid content ID managed table 
used with the operation gestalt of drawing 1 . 

[Drawing 3] It is the block diagram showing the system configuration which enforces 
the information record approach which makes movable media proper-ized information 
concerning the 2nd operation gestalt of this invention. 

[Drawing 4] It is the block diagram showing the system configuration which enforces 
the information record approach which makes movable media proper-ized information 
concerning the 3rd operation gestalt of this invention. 

[Drawing 5] It is the block diagram showing the system configuration which enforces 
the information record approach which makes movable media proper-ized information 
concerning the 4th operation gestalt of this invention. 

[Drawing 6] It is the block diagram showing the system configuration which enforces 
the information record approach which makes movable media proper-ized information 
concerning the 5th operation gestalt of this invention. 
[Description of Notations] 

1 Storage Media 

2 Information Recording Device 

3 The Purpose Information 

4 Information Use Means 

5 Information Migration Means 

6 Backup Unit 

8 Deletion Equipment 
11 Media ID 
13 WAO Field 



14 RAM Field 

21 Media Content ID Creation Means 

22 ProperHzed Means 

23 Contents Record Means 
42 52 Generalization means 

131 Invalid Content ID Managed Table 

141 Available Content ID Managed Table 

1 42 Contents 

1421 Content ID 

1422 Contents Data 
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S 0 £>y h©ffi©«J»Mltt<>'T?2&»K 3>f>7 I Dtf 
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f-7;H4 li^iitS. 50 



ftPfl 2000-298974 
10 

[00 4 0] H^b¥S2 ^tfittitajcfc^r 
^73yfV7 I DT*BW{kLT@W{k1t$gfc£$-r 

*. ^SH22 l*R£*3fc, C<0H^lk1lHBti» E 
(E (R, MC I) , C) £3lSI$tt3o *8HCC I* 

ayfyv i d 1 4 2 1 c, s^klffSE (e (r, m 

CI), C) i&nyf V7f-^ H 2 2 t L/c3>f 
yy 1 4 2^3y-ry7ie®*S2 3K«t-pTiHH^r 
^71 ©R AMfil 4Kf2®*£<> 
[0 0 4 1] 03(i, *fBWO»2<DliaUg»fC^Sfll 

E3{c^-r>'7T-At4, Kit* 71 fen 

1fffR3**rr*. ieift^x^7 l©fllfi5tt±iai iilelDT* 

[0 0 4 2] 1ffBfUfflSS4fi, Btt^f-rrifrBa 
y-fyy 1 4 Mtctt*atfe=iyryy 
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yf-yytt*tiiU¥S4 l £J:ciT3yfy7 l 4 2% 
tt#WU ^yfy7iD (CD tnyfyyr-^ 
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